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Abstract 

 

How successful is the Islamic State’s online strategy? To what extent does the organization 

achieve its goals of attracting a global audience, broadcasting its military successes, and 

marketing the Caliphate? Using Twitter and YouTube search data, we assess how suspected ISIS 

accounts, sympathizers, and opponents behave across two social media platforms, offering key 

insights into the successes and limitations of ISIS’ information warfare strategy. Analyzing the 

tweet content and metadata from 16,364 suspected ISIS accounts, we find that a core network of 

ISIS Twitter users are producing linguistically diverse narratives, touting battlefield victories and 

depicting utopian life in the Caliphate. Furthermore, a dataset of over 70 million tweets, as well 

as analysis YouTube search data, indicates that although pro-ISIS content spreads globally and 

remains on message, it is far less prolific than anti-ISIS content. However, this anti-ISIS content 

is not necessarily anti-extremist or aligned with Western policy goals.  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
Introduction  
 

While jihadist groups have long used online forums and social media to broadcast their messages 

and exploits, the self-proclaimed Islamic State's innovative online tactics are unprecedented in 

both their reach and efficiency (Veilleux-Lepage 2014). The organization's sophisticated online 

operation incorporates special effects, high definition images and audio, and videogame footage 

to lure foreign fighters, threaten rivals, and fundraise. Gruesome videos employ a bizarre 

combination of Hollywood entertainment, documentary film, and “atrocity porn,” displaying 

executions, battle scenes, and the utopian ideals of the ISIS Caliphate. Official ISIS accounts, a 

large dedicated network of ISIS “fanboys,” and everyday social media users then disseminate 

this content. ISIS further expands its online reach by hijacking trending hashtags and otherwise 

creatively taking advantage of the structure of social media platforms (Saltman 2014; Cottee 

2014; 2015).   

 

Given ISIS' success in recruiting foreign fighters—an estimated 30,000 foreigners traveled to 

Iraq and Syria between 2011 and 2015—the organization's online presence is particularly 

troubling (Bakker and Singleton 2016). Citing the integral role that ISIS social media activity 

plays in maintaining and growing its global support base, governments, NGOs, and policy 

makers have become increasingly focused on combating ISIS online (Cottee 2014).   

 

But how effective is ISIS’ online strategy?  Recent studies highlight three central goals of the 

organization’s social media operations: attracting a wide audience, broadcasting military success, 

and marketing the Caliphate (Ingram 2014; Saad et al 2015). In this paper, we present three 

different approaches to measuring ISIS activity, support, and opposition on social media, as well 

as assessments of the success of ISIS’ public social media strategy in achieving these objectives.  

 

First, we utilize a Twitter dataset of over 12 million tweets produced by 16,634 suspected ISIS 

accounts and demonstrate that despite a harsh crackdown on official ISIS accounts, a core 

network of ISIS accounts continue to behave strategically on Twitter. The accounts actively 

produce and disseminate a wide range of linguistic content designed to reach a diverse global 



audience, and they strive to appear militarily successful and to depict utopian life in the 

Caliphate. 

  

Second, drawing on a dataset of over 70 million tweets containing positive or negative mentions 

of ISIS, we evaluate how ISIS’ core social media messages resonate and spread across the 

Twittersphere over time. We find that although pro-ISIS tweets exhibit strong conformity to 

ISIS’ core message and continue to spread globally on Twitter, they are dramatically out-

numbered by anti-ISIS tweets, which have a much wider and more prolific reach. However, we 

observe that this anti-Western content is not necessarily counter-extremist or aligned with 

Western policy goals. Furthermore, we find—perhaps counter-intuitively—that the largest 

upticks in pro-ISIS tweets occur when the organization is facing setbacks, including heavy 

battlefield losses and the deaths of key leaders.  

 

Finally, in an effort to assess whether the relatively low-volume of pro-ISIS content that we 

observe in our first two sets of analyses is an artifact of social desirability bias and self-

censorship of ISIS sympathizers (or other features peculiar to Twitter), we use the daily volume 

of YouTube searches over time to validate our Twitter measures of the global popularity of pro-

ISIS content.  

 

The rest of this paper is structured as follows: Section 1 motivates and describes ISIS’ online 

strategy; Section 2 outlines our three empirical approaches and presents preliminary results; and 

Section 3 offers initial conclusions and directions for future research.   

 

Section 1: The Islamic State’s Information Warfare Strategy  

 

ISIS official statements and publications suggest that the organization’s initial primary goal is to 

establish an Islamic Caliphate by controlling territory across Iraq and Syria, ultimately seeking to 

govern the entire global Muslim community. In order to achieve these objectives, ISIS aims to 

foster conditions for state failure and regional sectarian civil war in Iraq and Syria as a means of 

expanding its territory and attracting supporters to defend and settle within the Caliphate 

(Pelletier et al. 2016). Recent research suggests that information warfare, or the use of media as a 



weapon in combat, is a key component of the Islamic State’s strategy to establish an Islamic 

Caliphate. In particular, the Islamic State’s approach to information warfare is comprised of 

three central goals: attracting an audience, broadcasting military success, and marketing the 

Caliphate (Ingram 2014; Atwan 2015; Saad et al. 2015).  

 

Although ISIS’ interpretation of Islam is quite extreme, the organization needs the support of a 

broad cross-section of Muslim society to achieve its objective of building and expanding a global 

Islamic Caliphate (Wood 2015; Pelletier et al. 2016). Insurgent groups of all stripes have long 

recognized the need to win hearts and minds—to gain adherents to their ideology for the purpose 

of fundraising, attracting recruits, and ultimately establishing power and legitimacy (Laitin and 

Shapiro 2008). As Ingram (2014) argues, one of the most effective ways to do this is through 

cultivating a strong ingroup identity—framing threats and crises as the product of out-group 

actions and associating solutions with ingroup identities. Thus ISIS seeks to portray its fight as a 

battle between “faithful” Sunni Muslims (their supporters) and “infidels” (their enemies) 

including Shiites, non-Muslims, or Sunni Muslims that oppose them. For example, in his first 

public appearance as Caliph, ISIS leader Abu Bakr al-Baghdadi claimed that, ‘[t]he world today 

has been divided into two camps and two trenches, with no third camp present: the camp of 

Islam and faith, and the camp of kufr [disbelief] and hypocrisy’ (Ingram 2014). In this way, 

reaching and resonating with a large global audience is a critical component of ISIS’ information 

warfare strategy (Glenn 2015).  

 

A second feature of ISIS’ media strategy is controlling the conflict narrative by broadcasting 

military successes. By advertising guerilla warfare activities and terror attacks as crucial steps 

toward establishing a Caliphate, ISIS increases its legitimacy and showcases its strength. Real-

time videos and photos from the front lines of battle serve as tools of psychological warfare that 

intimidate enemies and showcase successes. ISIS propagandists frequently depict training camps, 

parades, weapons looted from enemies, and martyrdom operations through photographs and 

videos (Flanery 2015).  

 

Finally, ISIS seeks to market the Caliphate as an Islamic utopia. While Western media focuses 

on the Islamic State’s brutality and violence, utopianism is arguably the most important narrative 



for ISIS propagandists. The utopian allure of the Caliphate appeals to new recruits and is a key 

source of the organization’s legitimacy. ISIS distinguishes itself as superior to all other jihadist 

groups by depicting its Caliphate as the Islamic utopia that they alone have aspired to create 

(Winter 2015).  

 

Section 2: Evaluating ISIS’ Success in the Online Sphere 

 

We use three social media datasets to assess the degree to which ISIS is achieving its information 

warfare goals of reaching a wide audience, controlling battlefield narratives, and spreading the 

utopian Caliphate message in the online sphere. First, we use a Twitter dataset of 16,634 

suspected ISIS accounts to evaluate the activity of “core” ISIS accounts—accounts primarily 

devoted to spreading pro-ISIS materials on Twitter. In particular, we analyze whether these 

accounts appear to be acting strategically in line with ISIS’ information warfare goals. We then 

use a collection of over 70 million tweets containing pro and anti-ISIS language to assess how 

successfully ISIS is disseminating these messages on Twitter. More specifically, we evaluate the 

extent to which pro-ISIS content spreads online, relative to anti-ISIS content. Finally, looking for 

a means of evaluating ISIS support that is less likely to be colored by social desirability bias, we 

measure the search volume of pro and anti-ISIS YouTube videos to provide a second measure of 

how effectively ISIS spreads its message over time.  

 

Subsection 2a: Measuring and Evaluating “Core” ISIS Account Activity on Twitter  

 

Beginning in the summer of 2014, Twitter intermittently suspended ISIS' primary official 

accounts including those managed by media outlets, regional hubs, and well-known ISIS users 

(Berger and Morgan 2015). From mid-2015 to early 2016, Twitter suspended 125,000 accounts 

“for threatening or promoting terrorist acts, primarily related to ISIS” (Twitter 2016). As a result, 

beginning in 2014, ISIS began to avoid the use of official accounts on Twitter, which were easily 

recognizable targets for suspension. Thus, ISIS came to rely on hashtags, which are neither 

suspended nor blocked by Twitter, as their primary means of spreading content. Flying below the 

radar, official disseminators of ISIS content now share batches of propaganda, along with the 

relevant hashtags, with a wide network of “unofficial disseminators” who are primarily 



responsible for spreading content. The core of ISIS’ online network has thus become 

increasingly diffuse and hard to detect, and its accounts are frequently suspended and 

regenerated (Winter 2015).  

 

So how do we identify accounts in order to evaluate the behavior of this core network? Past 

studies of official ISIS activity on Twitter have painstakingly manually identified ISIS Twitter 

accounts, including those of foreign fighters known to have traveled to Iraq and Syria (Berger 

and Morgan, 2015; Chatfield, Reddick and Brajawidagda, 2015; Carter, Maher and Neumann, 

2014; Pooley, 2015). Seeking to find a larger sample of these core accounts, we rely on efforts 

by anti-ISIS hacking groups that have monitored ISIS social media accounts and publically 

flagged them for suspension.  

 

Beginning in March 2015, Controlling Section (@CtrlSec)—one wing of Anonymous, a 

clandestine online network of “hactivists” and “cyber-justice” vigilantes1—began calling on 

social media users to help find and report ISIS accounts on Twitter. This effort led to thousands 

of account suspensions within a matter of days. Although social media companies reportedly do 

not use these lists to shut down accounts, many of the 125,000 suspended by ISIS between 2015 

and 2016 are believed to have been initially flagged by @CtrlSec (Parkin 2016).  

 

Using the public list posted by Anonymous, we monitored and collected data from these 

accounts in real time at as new accounts were added to the list between April and October 2015.2 

In total, we collected data from 16,364 accounts including their 3,200 most recent tweets, all new 

tweets produced during the data collection period, account metadata, and network data. This 

produced a collection of 12,178,686 tweets and network data on 590,353 Friends and 867,645 

                                                
1 For more on Anonymous, see for example http://www.businessinsider.com/what-is-
anonymous-2015-11/ or https://www.hackread.com/anonymous-group-what-is-it-and-how-bigis-
it/ (accessed January 15, 2017).  
 
2 We scraped the Anonymous list: http://luckytroll.club/daesh/ISISBlock.htm daily for new 
accounts. For each new account, we collected the user’s 3,200 most recent tweets (as limited by 
Twitter’s API), account metadata, and network data. Tweets and network data for these accounts 
were constantly scraped and updated on a loop in real time for the entire seven-moth period of 
data collection using Twitter’s Streaming API.  
 



Followers.3 Although we cannot know exactly what criteria were used to initially identify these 

accounts, in line with other recent studies of ISIS’ online behavior (Mitts 2015), we believe this 

dataset provides a valuable and relatively large snapshot of core ISIS activity on Twitter. 

Providing suggestive evidence that these accounts are in fact core ISIS accounts, our own 

analysis shows that the most popular hashtags in the dataset were the pro-ISIS Arabic hashtags 

#Caliphate_News and  #Islamic_State. Furthermore, the Arabic terms “support,” “follow,” 

“retweet,” and “account”—which are often used to spread official ISIS content and identify new 

accounts replacing suspended ones—appear frequently in the data.  

 

We also find that these accounts share many features highlighted in past studies of ISIS Twitter 

accounts (see Berger and Morgan 2015). In particular, as the descriptive statistics in Section A of 

the Appendix suggest, the majority of the accounts in our dataset were created recently, 

reflecting the cat-and-mouse nature of ISIS account suspension and recreation. Furthermore, the 

majority of the accounts list Arabic as their user language and either do not provide location 

information or list locations such as “Islamic State,” Iraq, Syria, or a vague terms such as “Earth” 

or “World” in the location field of their Twitter accounts. 

 

In order to assess the degree to which these accounts appear to be acting strategically by 

producing messages intended to reach and resonate with large audiences, promote battlefield 

successes, and advertise the Caliphate as a utopia, we analyze their language diversity and the 

top hashtags and keywords that appear in their tweets. As Table 1 suggests, ISIS is certainly 

taking steps to reach a diverse, global audience. While most of their tweets are in Arabic, 

English, and French, these core accounts tweet in 59 languages. The prevalence of tweets in 

Farsi and Kurdish reflects reports that ISIS is known to create propaganda content directed at its 

enemies in order to mislead and intimidate them (Plis 2015).  

 

                                                
3 Friends are the accounts that a given user chooses to follow. Followers are accounts that follow 
a given user.  



Table 1:  
Core ISIS Accounts 

Tweet Language Distribution 
 

Tweet Language Number of Tweets 

Arabic 108,888,60 

English 412,181 

French 231,760 

Turkish 82,961 

Indonesian 55,251 

Spanish 13,399 

Farsi 12,964 

Dutch 9,780 

Russian 9,722 

Urdu 7,844 

Kurdish 5,473 

Tagalog  4,089 

Ukrainian 3,166 

German 3,040 

Haitian 2,951 

Estonian 2,819 

Romanian 2,305 

Vietnamese 1,856 

Japanese 1,435 

Welsh 1,430 

 

 

This data was collected at NYU’s SMaPP Lab between April and October 2015 using the public 
list of accounts posted by Anonymous beginning in March 2015. Data from 16,364 accounts was 
collected. Tweet language is determined by Twitter’s language detection algorithm.  
 

 



The 867,645 Follower accounts—the accounts with the most immediate access to the materials 

produced by these core accounts—exhibit even greater language diversity: 39% of these 

accounts have selected a preferred user language other than Arabic, English, or French; and 85 

languages are present in the dataset. This linguistic diversity among both the core accounts and 

their followers demonstrate that ISIS is taking clear steps to reach a global audience.  

 

The top keywords and hashtags in the over 12 million tweets sent by these core accounts 

demonstrates that promoting battlefield successes and a utopian image of the Caliphate is a key 

priority (see Table 2 below). 25% of the top 100 hashtags and 15% of the top 100 bigrams are 

military references.4 These include names of armed groups that have fought ISIS like the Shia 

Popular Mobilization Front or the rival Al-Nusra Front; phrases like “soldiers of the Caliphate”, 

“Islamic State fighters”, or “martyrdom operation”; and hashtags of locations where ISIS has 

recently fought including #Ramadi, #Mosul, and #Sirt. 31% of the top 100 hashtags and 18% of 

the top 100 bigrams contain a reference to the Caliphate including the Arabic word for Caliphate, 

and references to subdivisions of the Caliphate known as Wilayat, such as Wilayat al-Anbar, or 

Wilayat Raqqa.  

 

Phrases and hashtags encouraging users to spread ISIS Twitter content or advertising ISIS media 

content were also common. Comprising 18% of top hashtags and 7% of top bigrams, these 

include Arabic terms such as #retweet, #support, #follow, #Amaq_News, and #Firqan_News. 

Additionally, religious references comprised 47% of the top bigrams, suggesting that ISIS’ 

messages often contain religious rhetoric to bolster their legitimacy. While sectarian references 

appeared fairly frequently in the tweet text, forming 7% of the top 100 bigrams, they are not 

generally found in hashtags. Anti-Western references, by contrast, were quite uncommon. 

Counter to common journalistic narratives, at least in these core accounts, spreading Anti-

Western sentiment does not seem to be a top priority.  

 

 

                                                
4 Pairs of two adjacent words, excluding Arabic, English, and French stopwords or words which 
do not contain important significance such as articles and prepositions.  
 



Table 2: 
Topic Distribution of Top Hashtags and Bigrams in ISIS Core Account Tweets 

 
Topic 
 

% of Top 100 Bigrams % of Top 100 Hashtags 

Religious Reference 47% 2% 

Caliphate Reference 18% 31% 

Military Reference 15% 25% 

Twitter/Media Reference 7% 18% 

Sectarian Reference 7% 0% 

Anti-West Reference 1% 0% 

 

This data was collected at NYU’s SMaPP Lab between April and October 2015 using the public 
list of accounts posted by Anonymous beginning in March 2015. Data from 16,364 accounts was 
collected, producing a collection of 12,178,686 tweets. Top bigrams and hashtags are created by 
removing Arabic, English, and French stopwords, and then creating document frequency 
matrices of the tweet text to calculate the top bigrams and hashtags on a large random sample of 
the data. Categories are not mutually exclusive.  
 

Taken together, this analysis suggests that ISIS’ core Twitter accounts are clearly behaving in 

line with the organization’s strategic information warfare goals of reaching a diverse global 

audience, using divisive sectarian language to cultivate an ingroup identity, touting military 

successes, and promoting the utopian Caliphate.  

 

Section 2b: Measuring ISIS’ Reach and Resonance on Twitter  

 

While our dataset of core ISIS accounts provides valuable insight into the organization’s 

strategic behavior on Twitter, it tells us very little about the organization’s ability to reach and 

influence a wider audience beyond its immediate followers. Seeking to better evaluate ISIS’ 

reach on Twitter, we collected a dataset of almost 70 million tweets containing positive and 

negative references to ISIS produced between February 2015 and April 2016.  

 

Recent studies demonstrate that the Arabic terms used to describe ISIS effectively signal support 

for or opposition to the group (Magdy et al. 2015; Bodine-Baron et al. 2015). Use of the 



organization’s full name, “The Islamic State” connotes support, while use of the derogatory 

acronym “Daesh” connotes opposition. Illustrating the degree to which these words matter, Abu 

Bakr al-Baghdadi, the self-proclaimed Calilph of the Islamic State, has threatened to cut off the 

tongues of anyone who uses the derogatory acronym to describe the organization (Koski 2015, 

1). In terms of classifying Twitter data, using these terms to categorize tweets appears quite 

effective. For example, Magdy et al. (2015) find that using the full name of the Islamic State in a 

tweet predicts support for ISIS with 93% accuracy, while using the derogatory acronym predicts 

opposition with 77% accuracy. Moreover only 2% of tweets containing the derogatory acronym 

were positive; the rest were neutral references to the organization.  

 

Relying on this approach, we therefore collected a dataset containing all positive and negative 

ISIS Arabic keywords and their variations sent between February 2015 and April 2016 using 

Twitter’s Streaming API.5 The complete set of keywords can be found in Appendix B. This 

dataset enables us to analyze the extent to which ISIS’ messages actually reach and resonate with 

a global audience on Twitter. In particular, we assess the total volume of each tweet type, the 

locations of Twitter users tweeting pro and anti ISIS content, and the content of top bigrams and 

hashtags in their tweets.  

 

 

                                                
5 Twitter’s API refers to its Application Program Interface, or how Twitter allows for public 
access to data. 



Figure 1:  
Geo-located Pro and Anti- ISIS Tweets 

 
PRO-ISIS  

 

 
 

ANTI-ISIS 
 

 
 

This data was collected at NYU’s SMaPP Lab between February 2015 and April 2016 using 
Twitter’s Streaming API. With the exception of hitting rate limits, this collection includes all 
tweets containing pro or anti ISIS keywords in this period. Less than 1% of pro-ISIS total tweets 
contain geolocation metadata.   
 

 



At first glance, Figure 1 (above) suggests that ISIS is in fact reaching diverse audiences. The 

geolocation metadata6 used to create this figure demonstrates that pro-ISIS messages are 

spreading globally.7 While this data only comprises a small sample of the total tweets in our 

collection, it nonetheless shows Twitter users located in the United States, Europe, Latin 

America, the MENA region, Sub-Saharan Africa, India, South Asia, East Asia, and Australia 

tweeting pro-ISIS content. This provides a very conservative estimate of just how wide ISIS’ 

global reach on Twitter is. However, comparing the pro-ISIS geolocated tweets map in red to the 

map of anti-ISIS geolocated tweets in green suggests that anti-ISIS sentiment is perhaps even 

more global and more prolific.  

 

The degree to which anti-ISIS tweets outnumber pro-ISIS tweets is even more clearly visible in 

examining the daily volume of each tweet type over time. In total, there are close to 9.5 million 

pro-ISIS tweets in the collection, compared to over 58 million anti-ISIS tweets. Thus according 

to our classification scheme, there 6 times as many anti-ISIS tweets as there are pro-ISIS tweets.8 

As Figure 2 below demonstrates, anti-ISIS tweets (green) outnumber pro-ISIS tweets (red) for 

the entire year long period under study. For descriptive statistics, see Appendix B.  

 

                                                
6 Metadata refers to information about tweets that is received along with the text of the tweet 
from the Twitter API. A small percentage of users in our sample chose to provide geolocation 
information at the time that they tweeted (1%), which was then included in the metadata 
associated with their Tweets.  
 
7 Although geolocation metadata only provides a small snapshot of pro-ISIS tweets, it may be 
more accurate than self-reported “user location” metadata—especially if that data that is self-
reported by ISIS sympathizers who have incentives to hide from authorities or social media 
companies. 
 
8 Even if we discount the anti-ISIS tweets number a bit because our classification accuracy rate is 
not high as it is for the pro-ISIS tweets (see discussion above), this still suggests a very healthy 
anti-ISIS advantage in the global Twittersphere. 



Figure 2:  
Daily Volume of Pro and Anti-ISIS Tweets February 2015 - April 2016  

 
 
This data was collected at NYU’s SMaPP Lab between February 2015 and April 2016 using 
Twitter’s Streaming API. With the exception of hitting rate limits, this collection includes all 
tweets containing pro or anti ISIS keywords in this period. This plot shows the daily volume of 
pro and anti-ISIS tweets over a yearlong period. 
 

Analyzing the dates on which the most prolific volume of pro and anti-ISIS tweets was produced 

suggests that pro-ISIS tweets are most common when ISIS is facing military challenges or 

setbacks. As Table 3 indicates, during the period under study, US airstrikes in Mosul, the period 

after ISIS was pushed out of Ramadi, battles with the Kurds in Raqaa, and US airstrikes that 

killed top ISIS operatives produced the highest volume of pro-ISIS tweets. Interestingly, while 

this provides further evidence that ISIS is working to control the battlefield narrative, it also 

suggests that a rise in pro-ISIS language on Twitter may be a signal that the organization is 

struggling, rather than succeeding. By contrast, ISIS terror attacks and the release of graphic 

videos—which on the surface might appear to signify success—are met by the highest daily 

volume of anti-ISIS tweets. These events garner a great deal of attention, particularly the release 



of a video showing a Jordanian pilot being burned alive and Egyptian Coptic Christians being 

executed in February 2015, but most of this attention is quite negative.  

 

Table 3:  
Dates With Highest Volume of Pro and Anti-ISIS Tweets 

 
 

 Date Event 
 

 
 
 
 
Dates with the 
Highest Volume of 
Pro-ISIS Tweets 

March 26, 2015  
 

US Airstrikes in Mosul, Iraq 

January 3, 2016 
 

Fighting after ISIS Pushed out of Ramadi, 
Iraq 

February 28, 2016 
 

ISIS Battles Kurds in Raqaa, Syria 

March 9-10, 2016 
 

ISIS Minister of Defense Abu Omar al-
Shishani Killed in US Airstrike  
 

January 11, 2016 
 

ISIS Second in Command Assi Ali 
Mohammed Nasser al-Obeidi Killed in US 
Airstrike  
 

 
 
 
 
Dates with the 
Highest Volume of 
Anti-ISIS Tweets 

 
February 3-5, 2015 
 

 
Muath al-Kasasbeh (Jordanian Pilot) Video  
 

March 2-7, 2015 Tikrit Offensive  
 

February 16, 2015  Egyptian Copts Beheading Video  
 

February 27 2016 Badr Hamdi (Captured Soldier) Execution 
Video  
 

June 26, 2015 Attacks in France, Kuwait, Syria, Somalia, 
and Tunisia 

 
 

Finally, examining the top hashtags and bigrams in the collection of pro-ISIS tweets, displayed 

in Table 4 below, enables us to assess the degree to which the narratives disseminated by the 

core accounts resonate with ISIS’ broader audience. References to military confrontations and 

descriptions of the utopian Caliphate, highlighted by hashtags like 

#Pictures_From_Land_of_the_Caliphate, and terms used to encourage the spread of ISIS content 

on Twitter, were some of the most common terms appearing in the entire dataset. This indicates 



that the larger global audience of ISIS supporters is staying on message and working to further 

disseminate the messages put out by the core accounts.  

 

Table 4: 
Topic Distribution of Top Hashtags and Bigrams in Pro-ISIS Tweets 

 
Topic 
 

% of Top 100 Bigrams % of Top 100 Hashtags 

Religious Reference 9% 1% 
Caliphate Reference 60% 42% 
Military Reference 14% 26% 
Twitter/Media Reference 16% 10% 
Sectarian Reference 0% 0% 
Anti-West Reference 1% 0% 
 
This data was collected at NYU’s SMaPP Lab between February 2015 and April 2016 using 
Twitter’s Streaming API. With the exception of hitting rate limits, this collection includes all 
tweets containing pro or anti ISIS keywords in this period. Top bigrams and hashtags are 
created by removing Arabic, English, and French stopwords, and then creating document 
frequency matrices of the tweet text to calculate the top bigrams and hashtags on a large random 
sample of the data. Categories are not mutually exclusive.  
 

 

Taken together, this suggests that ISIS’ social media strategy is successful in terms of its global 

reach, and commitment to the themes that best advance the organization’s goals. However, our 

data suggests that anti-ISIS content far out paces pro-ISIS content. In particular, when the 

organization goes on the offensive by committing a terror attack or releasing a gory video, it is 

met with the largest barrages of anti-ISIS sentiment on Twitter. By contrast, pro-ISIS messages 

appear to be produced most frequently when the organization is experiencing defeat or military 

setbacks. It is important to recognize, however, that much of this anti-ISIS content may be 

supportive of other extremist groups or generally not aligned with Western policy goals. For 

example, in addition to terms like “Daesh terrorist,” “Daesh crimes,” or “arrest Daesh,” the top 

hashtags and bigrams in the anti-ISIS dataset include references to competing Sunni extremist 

groups like Al-Qaeda and Jebhat al-Nusra, as well as mentions of Shia armed groups like 

Hezbollah and the Iraqi Popular Mobilization Front.  

 

 



Section 2c: Measuring ISIS’ Reach and Resonance on Youtube  

 

It is possible, however, that the discrepancy in pro and anti ISIS content that we see on Twitter 

is, at least in part, a function of social desirability bias. Given that governments, NGOs, and 

social media companies are committed to removing pro-ISIS content and shutting down accounts 

that spread it, perhaps pro-ISIS sentiment is actually stronger than our Twitter data suggests. To 

evaluate this possibility, we turn to our final measurement strategy: searches for pro and anti-

ISIS YouTube videos as a measure of pro and anti-ISIS sentiment.  

 

Since YouTube was established in February 2005, the online repository for sharing video content 

has been extremely popular among extremist groups as a means of sharing propaganda 

(Weimann 2014). The sheer dominance of YouTube as a social media platform makes it 

particularly attractive to extremists. According to YouTube use statistics, on average, more than 

a billion users watch about six billion hours of videos across the platform each month. In 2011, 

YouTube passed 1 trillion watched videos, or 140 views for every human being on the planet 

(YouTube Global Statistics). This massive potential audience and enormous volume of content 

makes it particularly useful to organizations like the Islamic State.  

 

Google Trends data on searches for ISIS YouTube video content enables us to see how the local 

and global volume of individuals watching pro and anti ISIS videos shifts over time, providing a 

particularly organic measure of the organization’s reach. Because Internet searches are generally 

conducted in private, research suggests that search data are unlikely to suffer from major social 

censoring (Kreuter et al., 2009). People are particularly uncensored on Google, as is elucidated 

by the large volume of searches for pornography and sensitive health information (Conti and 

Sobiesk, 2007). As a result, Google searchers express sentiments not easily captured by other 

data (Stephens-Davidowitz 2014).  

 

We use Google Trends data on YouTube searches for ISIS using pro and anti-ISIS keywords to 

track the relative interest in pro and anti-ISIS content from 2014 to present. The most popular 

searches for pro-ISIS videos include searches for the Arabic word “Isdarat,” a pro-ISIS website 

that hosts ISIS videos. Searches for ISIS chants, songs, and parades are also popular. Many of 



the videos returned by these searches are official content produced by Amaq or other ISIS news 

operations. They contain titles such as “Amaq News Agency responds to those who say that the 

Islamic state kill Sunnis and Muslims” or “Watch the Rafidah[derogatory term for Shia] in terror 

as they flee the Islamic State.” Anti-ISIS search terms, by contrast, tend to produce videos 

highlighting the triumphs of Kurds or Shia militias over ISIS, or videos with titles like “Daesh 

Crimes,” which detail violent acts committed by ISIS against civilians. Again, many of these 

videos are supportive of other armed or radical groups and are not aimed at countering violent 

extremism.  

 

Analyzing this YouTube search data provides further evidence that anti-ISIS sentiment 

outweighs pro-ISIS sentiment for the entire period under study. As we observed in our analysis 

of Twitter data, the largest spikes in anti-ISIS YouTube searches occurred following the release 

of the video depicting the immolation of the Jordanian pilot and a video depicting the execution 

of Egyptian Coptic Christians in February 2015. However, unlike in our Twitter data, where the 

largest spikes in pro-ISIS content appeared during periods of defeat, the largest spikes in pro-

ISIS YouTube searches also occurred during following the release of the Jordanian pilot video 

and the video showing the beheading of Coptic Christians. Perhaps, while it may not have been 

socially desirable to express support for this radical and gory content on Twitter, potential ISIS 

sympathizers may have sought out the content as it spread virally and was widely reported on by 

news organizations in February 2015.  

 

 



Figure 3: 
Weekly Relative Frequency of YouTube Searches for 

Pro and Anti-ISIS Videos 
 
 
 

 
 
 
 
This figure plots the weakly relative volume of YouTube searches for pro and anti-ISIS videos 
between February 2015 and April using Google Trends data. Numbers on the Y-axis represent 
search interest relative to the highest point on the plot for the given region and time. A value of 
100 is the peak popularity for the term. A value of 50 means that the term is half as popular. 
Likewise a score of 0 means the term was less than 1 percent as popular as the peak. 
 

As we observed in the Twitter data, both pro and anti-ISIS YouTube searches have a wide global 

reach as Figure 4 suggests.  

 



Figure 4: 
Global Distribution of Pro and Anti-ISIS YouTube Searches 
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ANTI-ISIS 

 

 
 
 
This figure shows the relative global frequency YouTube searches for pro and anti-ISIS videos 
between February 2015 and April 2016 using Google Trends data. Darker color indicates a 
higher relative search volume. Gray color indicates a very low volume of the search term. Red 
represents pro-ISIS searches, while green represents anti-ISIS searches.  
 



Taken together, our analysis of YouTube search data indicates that the global reach of pro and 

anti-ISIS content and the relatively low volume of pro-ISIS content, compared to anti-ISIS 

content is quite consistent across platforms. That being said, the discrepancy in the timing of 

major spikes in pro-ISIS data between the Twitter data and Google Search data suggests that 

people may feel more comfortable searching for ISIS videos and engaging with pro-ISIS content 

when surfing the web in private than when posting public content.  

 

Section 3: Conclusions  

 

Our analysis of Twitter and YouTube search data reveals that even with increased monitoring, 

account suspension, and content deletion efforts by governments and social media companies, 

ISIS is still successfully producing a coherent message and transmitting it to a global audience. 

Tweets touting ISIS’ battlefield successes and glorifying the utopian Caliphate are easily spread 

to potential sympathizers around the world. Furthermore, gory videos of executions such as the 

immolation of the Jordanian pilot or the execution of 25 Egyptian Coptic Christians garner a 

great deal of attention from supporters and detractors alike. Despite these strategic successes, 

both Twitter and YouTube search data reveal that the vast majority of discussion of and searches 

for ISIS content across both platforms is extremely negative. The organization may be 

successfully engaging with global sympathizers, but the majority of social media users in the 

global Muslim society that ISIS seeks to rule continue to resoundingly reject its message. That 

being said, denouncing ISIS does not mean denouncing extremism or violence broadly. Many of 

the messages directed against ISIS are in fact supportive of rival armed Sunni groups like Al-

Qaeda and Jebhat al-Nusra, or rival Shia armed groups like Hezbollah and the Popular 

Mobilization Front.  

 

While our three approaches to using social media data to characterize ISIS’ information warfare 

strategy offer valuable perspective into the organization’s public behavior, they have several 

limitations. Although using a core network of accounts identified by Anonymous to track ISIS 

Twitter activity provides access to a much larger sample of accounts than previous studies that 

manually identify ISIS users, it introduces uncertainty into our data generating process. While 

the accounts in our sample appear quite similar to ISIS accounts identified in past studies, we 



cannot know exactly what criteria was used to flag them. As with all studies that evaluate a 

network of ISIS accounts on Twitter, it is impossible to know how representative our core 

accounts are of ISIS accounts in general. In assessing the global reach of pro-ISIS messages, we 

face additional restrictions. With regards to our Twitter data, it is possible that some of the 

content we observe is produced by bots or by multiple accounts run by the same user. While 

reading through random samples of tweets suggests that the vast majority of our dataset is likely 

human-generated content, there may be some automated posts adding noise to our data. 

Additionally, given that the majority of ISIS recruitment efforts are thought to occur on more 

private online platforms (Winter 2015), it is important to recognize that our analysis only 

captures public activity. Finally, although our YouTube search data provides a useful check on 

the validity of our Twitter analysis, it has its own drawbacks. Besides location data, we have no 

individual metadata on the people conducting YouTube searches, and we cannot directly assess 

their motivations for using pro or anti-ISIS terms in their online searches. While our knowledge 

of the platform, the results of the search terms, and our understanding of language use by ISIS 

supporters and opponents suggests that YouTube search data likely represents a useful proxy for 

measuring pro and anti-ISIS sentiment, we cannot independently verify the motivations of the 

internet users who generated the search data.  

 

Despite these limitations, by identifying core ISIS accounts’ strategic behavior and observing the 

degree to which pro-ISIS sentiments resonate across multiple social media platforms, our 

findings on the successes of ISIS’ online strategy offer key insights for researchers and policy 

makers alike. Firstly, our approach demonstrates the advantages of using cross-platform analysis 

as well as mixed-method approaches to more effectively identify core actors, sympathizers, and 

detractors when studying extremist behavior online. More substantively, our results suggest that 

rather than zeroing in on anti-Western narratives or brutal imagery, a successful strategy for 

countering ISIS online will require developing credible and locally targeted counter-narratives to 

undermine the organization’s effective cooption of battlefield narratives and dissemination of 

utopian propaganda. Furthermore, policy makers should take into account that existing anti-ISIS 

narratives are not necessarily counter-extremist or in line with Western policy aims. Considering 

the integral role ISIS’ online activity is thought to play in maintaining and growing its global 



support base, developing more targeted counter-extremism policies informed by cross-platform, 

multi-method research will be crucial for defeating the Islamic State both on and offline. 
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APPENDIX  A:  
 
ISIS Core Accounts Descriptive Statistics  
 

ISIS Core Account Creation Times 
 

 
 
This data was collected at NYU’s SMaPP Lab between April and October 2015 using the public 
list of accounts posted by Anonymous beginning in March 2015. Data from 16,364 accounts was 
collected.  
 
 
 

Most Frequently Listed Locations of Core ISIS Twitter Accounts 
 

1. No Location Provided 6. Egypt  
2. Islamic State  7. Levant 
3. Iraq 8. Syria 
4. Earth/World 9. Religious Reference 
5. Saudi Arabia 10. Turkey 

 
This data was collected at NYU’s SMaPP Lab between April and October 2015 using the public 
list of accounts posted by Anonymous beginning in March 2015. Data from 16,364 accounts was 
collected. None of the accounts in the dataset contain geolocation data, and only 17% of the 
accounts provide any location data at all.  
 

 
 



Top User Language of Core ISIS Twitter Accounts 

 
This data was collected at NYU’s SMaPP Lab between April and October 2015 using the public 
list of accounts posted by Anonymous beginning in March 2015. Data from 16,364 accounts was 
collected.  

 
 

Friend, Follower, and Tweet Counts of Core ISIS Accounts 
 
  

# of Followers 
 

 
# of Friends  

 
# of Tweets  

 
Mean 
 

 
787 

 
531 

 
1,185 

 
 
STD 
 

 
5,280 

 

 
1,464 

 

 
3,659 

 
 
Total 
 

 
590,353  

 
867,645 

 
12,178,686 

 
This data was collected at NYU’s SMaPP Lab between April and October 2015 using the public 
list of accounts posted by Anonymous beginning in March 2015. Data from 16,364 accounts was 
collected. Followers are users that follow the core ISIS accounts on Twitter. Friends are users 
that are followed by the core ISIS accounts on Twitter.   



APPENDIX B:  
 
Pro and Anti-ISIS Tweets Dataset 
 

ISIS Keywords Used to Filter Dataset 
 

 
 
 

 
 
 
 
 



Daily Volume of Pro and Anti-ISIS Tweets (Descriptive Statistics) 
 
 
 
 

 
Min 

 
Q1 

 
Median 

 
Mean 

 
Q3 

 
Max 

 
Total 

 
 

 
Pro-ISIS 
 

     
326   

 
12,860 

 
19,780 

 
21,260 

 
29,200 

 
75,100 

 

 
9,474,318 

 
 
Anti-ISIS 
 

 
8,181 

 
93,490 

       
123,400   

 
134,800 

 
155,100 

 
646,600 

 

 
58, 360,163 

 
This data was collected at NYU’s SMaPP Lab between February 2015 and April 2016 using 
Twitter’s Streaming API. With the exception of hitting rate limits, this collection includes all 
tweets containing pro or anti ISIS keywords in this period 
 
 


